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Introduction

ICMP (Internet Control Message Protocol) for transferring control
message from routers and other hosts to a host : the late 1970s

— useful features : echo/echo-reply message pair, time stamp and time
stamp reply message pair

— a management tool : PING (Packet Internet Groper)
« verifying the operation of a server on a host

« observing variations in round-trip times and in datagram loss
rates

Internet growing in the late 1980s

— SGMP (Simple Monitoring Protocol) in Nov. 1987 ----> SNMP

— HEMS (High-level Entity Management System) : generalization of
Host Monitoring Protocol (HMP)

— CMIP over TCP/IP (CMOT)

In 1988, IAB approved further development of SNMP as short-term
solution and CMOT as the long-term solution



Evolution of SNMP

Development of a remote monitoring capability for
SNMP

RMON (Remote Monitoring) MIB and addition to
SNMP MIB for monitoring

Vendor-independent SNMP MIB and Vendor-specific
SNMP MIB

SNMP v2 : dealing with security aspects
SNMP v3 : specifying use of cryptographic algorithms



Evolution of SNMP(2)
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SNMP-Related Standards
by IETF

* Foundation specifications

— Structure and Identification for Information
for TCP/IP-based networks (RFC 1155)

— Management Information Base for Network
Management of TCP/IP-based Internet:
MIB-II (RFC 1213)

— Simple Network Management Protocol
(RFC 1157)



Network Management Architecture
and its key elements for TCP/IP
Network

« Management station having: a set of management
application for data analysis and fault recovery

— an interface for the network manager to monitor and control
the network

— a database of information extracted from the MIBs of all the
managed entities in the network

— the capability of translating the network manager’s
requirements into the actual monitoring and control of
remote elements in the network

« Management agent
— managed from a management station

— providing the management station with important but
unsolicited information



Network Management Architecture
and its key elements for TCP/IP
Network

« MIB (Management Information Base)
— representing resources as objects

— data variables representing one aspect of the managed
agent

— management station performs the monitoring function by
retrieving the value of MIB objects

* Network management protocol
— linking management station and agents
— key capabilities of SNMP
« get : retrieving the value of objects at the agent
« set : setting the value of objects at the agent

* trap : notifying the management station of significant
events



Basic Concepts of SNMP

An integrated collection of tools for network
monitoring and control.
— Single operator interface
— Minimal amount of separate equipment. Software
and network communications capability built into
the existing equipment
« SNMP key elements:
— Management station
— Managament agent
— Management information base

— Network Management protocol
« Get, Set and Notify (Trap)



Basic Functions of SNMP

— Network Configuration Management : Draw a map
of how hosts are connected

— Performance Management
« Throughput on a network segment
* Errors
« Speed
* Response time
— Equipment Management : Monitor System
Information
« CPU, Memory, Disk Usage

— Security Management : Information control and
Protection on SNMPv3
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Basic Functions of SNMP
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Basic Functions of SNMP

The other active element in the NMS

Placed in the nodes managed from a
management station

Responds to requests :

— for information from a management station
(Get and GetNext)

— for actions from the management station (Set)

Provides the management station with important
but unsolicited information (Trap)

SNMP message format
Version Community name SNMP PDU
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SNMP PDU

 Protocol Data Unit

Version

Community

SNMP PDU

(a) SNMP message

PDU type

Request-id

0

0

Variablebindings

(b) GetRequest PDU, GetNextRequest PDU, and SetRequest PDU

. Error Error . T
PDU type |Request-id status index Variablebindings
(c) Get Response PDU
- Agent | Generic-| Specific- Time : L
PDU type |enterprise addr trap trap stamp Variablebindings
(d) Trap PDU
namel value 1 name2 | value2 namen valuen

(e) variablebindings
Generic trap :
- A warmStart trap signifies that the sending protocol entity is reinitializing itself

such that neither the agent configuration nor the protocol entity implementation is altered.

- A coldStart trap signifies that the sending protocol entity is reinitializing itself
such that the agent's configuration or the protocol entity implementation may be

altered

Error Status: noError(0), tooBig(1), noSuchName (2), badValue(3), readOnly(4), genErr(5)

Enterprise : Type of object generating trap; based on sysObijectID




Protocol context of SNMP
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Network Management Protocol
Architecture

SNMP implemented on the top of UDP ( or TCP), IP and relevant
network-dependent protocol (ex, Ethernet, FDDI, X.25, ATM,...)

Management Host
station
Network,__,|Manager Process \gent Process
manager
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Figure 8.3 Example Distributed Network Management Configuration
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MIB Structure

« Leaf objects of the tree to be actual managed objects
to represent some resource, activity, or related
iInformation

* Object identifier : a unique identifier for particular
object type

Serving as name the object
iInternet OBJECT IDENTIFIER :: ={iso (1) org(3) dod (6) 1}
therefore, internet node’s object ID : 1.3.6.1
four nodes under the internet node
« directory
* mgmt ----> mib-1, mib-2
« experimental
* private
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MIB Tree
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MIB Tree (2)

Object ID consisting of sequence of integers

« for example : object ID for tcpConnTable :
1.3.6.1.2.1.6.13

IS0 org dod internet mgmt mib-2 tcp
tcpConnTable

1 3 6 1 2 1 6 13
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MIB II

=g MIB Tree
[+ ccitt
E IS0
=17 org
=2 dod
El[ﬁ internet
------ (] directory
El {3 mamt
- =3 mib-2
E] . system
. @ svsDescr
----- 8 sysObjectlD
----- 8 syslpTime
----- & sysContact
----- 8P sysMame
----- & svslocation
----- - sysServices
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MIB

II
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atE rnkryp

ﬁ- atlflrnde:x
ﬁ- atPhyssddress
----- ﬁ- atMHetsddress
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MIB II
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MIB II
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~MIBII
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SNMP v1 and v2

« SNMPv1 is "connectionless” since it
utilizes UDP (rather than TCP) as the
transport layer protocol.

« SNMPv2 allows the use of TCP
for "reliable, connection-oriented”
service.

» GetBulkRequest /InformRequest
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Comparison of SNMPvl and SNMPv2

SNMPv1 PDU SNMPv2 PDU Direction Description
GetRequest GetRequest Manager to agent Request value for
each listed object
GetNextRequest GetNextRequest Manager to agent Request next value
for each listed object
------ GetBulkRequest Manager to agent Request multiple
values
SetRequest SetRequest Manager to agent Set value for each
listed object
—————— InformRequest Manager to Transmit unsolicited
manager information
GetResponse Response Agent to manager or | Respond to
Manage to manager request
manager(SNMPv2)
Trap SNMPv2-Trap Agent to manager Transmit unsolicited

information
28




SNMPv1 Community Facility

« SNMP Community — Relationship
between an SNMP agent and SNMP
managers.

* Three aspect of agent control:
— Authentication service
— Access policy
— Proxy service
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SNMPv1 Administrative
Concepts

SNMP Set of SNMP SNMP SNMP . reap-ony,
agent managers MIB view access mode READ-WRITE}
SNMP community SNMP community
(community name) profile
SNMP

access policy
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SNMPv3

« SNMPv3 defines a security capability to
be used in conjunction with SNMPv1 or v2

et ——
M(?:ﬁ;s;‘ﬁ?:;;'g | \'.mmi SNMP PDU ]
uDpP [ l?l)P-Hi V3-MH | SNMP PDU |

P | 1P-H il'l)l'-HL\"J-.\IH[ SNMP PDU ]

IP-H = 1P header
UDP-H = UDP header
VIMH = SNMPv3 message beader

PDL = Protocol data unit USM: User Security Model 31



SNMPv3 Flow

Message Message
Command Processing Security Command Processing Security
Generator Dispatcher Model Model Responder Dispatcher Model Model
sendPdu registerContextEnginelD
> prepareQutgoingMsg
generateRequestMsg 3 Receive SNMP
Request Msg
( from Network
( IprepareDataElements

Send SNMP
Request Msg
to Network

processIncoming M h'ﬁ'

g

processPdu

Receive SNMP
Response Msg
from Network prepareResponseMsg

returnResponsePdu

generateResponseMsg

o

prepareDataElements]

.

> processIncomingMsg

-

e . ey
processResponsePdu i Send SNMP

-( Response Msg

1o Network

(a) Command Generator or Notification Originator (b) Command Responder



Traditional SNMP Manager

SNMP Entity

L

Command Notification Notification
Generator Originator Receiver
Applications Applications Applications
T T f SNMP
‘ Applications | g
PDU Message Processing Security

Dispatcher Subsystem Subsystem

Dis- ° vI1IMP - User-based
patcher Security
Message 0 v2ehP - Maodel
Dispatcher
- v3IMP 1P | Other
- = : Security
ransport Mapping therM P y N
(e.g.. REC1906) P other 4P| | Model
i SNMP Engine L/

upp | [1px | - - - Jomer | «SNMP Engine

i t t * send/recv

Network « authentication/Encryption/Decryption
« access control 33




Traditional SNMP Agent

MIB Instrumentation

UDP | |IPX | » » « [ Other .
SNMP Entity
Transport Mapping I\"Iess?gt Processing 1St'.{‘ll]*it]r' ,ﬂu-.fl:.ess Control
(e.g., REC1906) Subsystem Subsystem Subsystem
Dis- P VvIMP P | User-based View-based
patcher Security Access Control
Message = v2cMP ==l | Model Model
Dispatcher +
I P VIMP P | Other Other
Security Access Control
PDU . otherMP (g | Model Model
Dispatcher
T -
SNMP
Engine
Proxy Command Notification
Forwarder Responder Originator
Applications Applications Applications
I I SNMP Applications

V

Figure 8.7 Traditional SNMP Agent
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SNMP3 Message Format with USM

A

scope of authentication

scope of encryption

msgVersion

msglD

msghaxSize

msghlags

msgSecurity Model

msgAuthoritativeEnginelD

msgAuthoritativeEngineBoots

msgAuthoritativeEngineTime

msglUserName

msgAnlhenﬁcaﬁonParanletErs

msgPrivacyParameters

contextEnginelD

context™Name

PDU

Generated/processed
by Message Processing
Model

Generated/Processed
by User Security
Model (USMD)

Scoped PDU
(plaintext or encrypted)



User Security Model (USM)

* Designed to secure against:
— Modification of information
— Masquerade
— Message stream modification
— Disclosure

* Not intended to secure against:
— Denial of Service (DoS attack)
— Traffic analysis
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Key Localization Process

take hash
of user key and
remote EnginelD

T

Localized
Key
take hash
of user key and
remote EnginelD

take hash Localized
User Password —Jp»| of expanded g . Key
password string

User Key

- Producing a string of 220 octets (1,048,576 octets) °
by repeating the password value

(if 8 character passwd (23 octets), concatenate with

itself 217 times)

- For 16-octets user key, take MD5, for 20-octets take SHA-1

take hash
of user key and
remote EnginelD

T

Localized
Key
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View-Based Access Control
Model (VACM)

« VACM has two characteristics:

— Determines whether access to a managed
object should be allowed.

— Make use of an MIB that:

» Defines the access control policy for this agent.

» Makes it possible for remote configuration to be
used.
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Access control decision

which

who where

securityModel securityName

how

| contextName

securit

h 4
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groupName

yModel securityLevel

(vacmAccessTable)ﬂ

B

-

viewNam
l

e

@cmViewTreeFami]yTal

)

what

objec

viewType (read/write/notify)

t-type

object-i

nstance

variableName (OID)
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Summary

For managing the coplexed network
systems, we need the use of automated
network magement tools

SNMP Is most popular mangement
protocol stadardized by IETF

Security enhancements were
accomplished in SNMPv3

SNMP includes key elements such as
mangement station, management agent,
management information base and
network management protocol




